	HITECH Privacy & Security Check List

	YES
	NO
	NA
	ACTION ITEM

	
	
	
	UPDATE EHR DEFINITION

	
	
	
	Update definition of an EHR (if indicated) in policies and procedures to match new, government determined definition

	
	
	
	UPDATE PHR DEFINITION

	
	
	
	Update definition of a PHR (if indicated) in policies and procedures to match new, government determined definition

	
	
	
	POLICY/PROCEDURE DEVELOPMENT

	
	
	
	Develop new systems, policies and procedures for including disclosures for treatment, payment and health care operations (if you have an EHR)

	
	
	
	POLICY/PROCEDURE REVISION

	
	
	
	Revise policies and procedures for responding to breaches

	
	
	
	EVALUATION OF GRANT/LOAN POSSIBILITIES

	
	
	
	Evaluate grant and loan possibilities; develop a specific action plan as appropriate

	
	
	
	UPDATE NOTICE

	
	
	
	Update your notice of privacy practices to reflect changes in marketing, fundraising, and/or other practices as needed

	
	
	
	UPDATE CONTRACT

	
	
	
	Update your contract for Business Associate language if needed

	
	
	
	BA AGREEMENTS

	
	
	
	Obtain BA agreements from information exchange vendors such as RHIOs, if you haven already done so

	
	
	
	EDUCATION


	
	
	
	Educate staff as to the change in the privacy and security standards

	
	
	
	COMPLIANCE RE-EVALUATION

	
	
	
	Re-evaluate your compliance with the privacy and security rule

	
	
	
	CLOSE GAPS

	
	
	
	Update and implement action plans to close gaps

	
	
	
	INFORMATION EVALUATION

	
	
	
	Evaluate the information you maintain to illustrate privacy and security compliance; beef it up if indicated
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